Introduction to Mathematical Cryptology

This course is an introduction to the mathematics used in encrypting (cryptography) and decrypting (cryptanalysis) secure communications. Cryptology refers to both processes and the course will begin by briefly surveying classical cryptology (prior to 1940). Next, modern cryptology will be addressed, including symmetric versus asymmetric encryption systems, stream and block ciphers, one way functions, signatures, and public-key management issues. 

The mathematics necessary to represent these encryption/decryption concepts and methods will include results from number theory and abstract algebra, primality testing, factorization, related algorithms, and complexity theory. In addition, the students will both use and write various Java (or Maple) programs that implement small cryptosystem examples, in order to also provide them with some concrete implementation experience.

